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What's New in Version 2.3

The following enhancements are included in the CaseMap Server and CaseMap Admin Console
2.3 release, September 26, 2017.

=I_Upgrade previous versions of SQL cases to CaseMap v13

Use the CaseMap Admin Console to upgrade your existing CaseMap SQL case(s) to CaseMap
13.

For more information, see Bulk importing TextMap cases and Bulk importing CaseMap cases.

For information on previous CaseMap Server and CaseMap Admin Console releases, please see
the Release Notes.
Fielated Tapios

About CaseMap Server

System requirements
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Installing

CaseMap Server

System requirements

Please review the current system requirements for setup considerations and suggestions.

Review each section in advance before making expensive hardware and network decisions that
may not be in line with LexisNexis CaseMap or TextMap recommendations.

Please keep informed of CaseMap Server, CaseMap Admin Console, and CaseMap SQL Import
Utility release updates and how they impact your system by contacting your CaseMap Sales or

Support Representative.

[¥ When setting up users for local cases, ensure that all users have full network access to
each case directory they need to access. When setting up users for SQL cases in the
CaseMap Admin Console, ensure that users are assigned appropriate roles and assigned

to the cases they need access.

-l CaseMap Server v2.3

CaseMap Server is a Windows® .NET Windows Communications Foundation (WCF) Web
service that authenticates CaseMap users and is used to store or retrieve data from the
admin database. CaseMap Server must be installed on a local hard drive. You must be

logged on with admin rights to install CaseMap Server.

2 GHz or faster 32-bit (x86) or 64-bit (x64) processor

4 GB of RAM or greater

Approximately 100 MB of free disk space on the system drive
Super VGA (800 x 600) or higher-resolution monitor with 256 colors
Any of the following versions of Microsoft Windows®:

Microsoft Windows 2008 Server®

Microsoft Windows 2012 Server®

Microsoft Windows 2016 Server®

Any of the following versions of Microsoft Internet Information Server®
Microsoft Windows Microsoft 11S 7.0®

Microsoft Windows Microsoft 11S 7.5®

Microsoft Windows Microsoft 11S 8.0®

Microsoft Windows Microsoft 11S 10.0®

Microsoft .NET Framework v3.5 and above

Installation Location:

CaseMap Server must be installed on a local hard drive.

You must be logged on with Admin rights to install CaseMap Server.

Special Notes:

© 2017 LexisNexis.
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e CaseMap Server Web Service requires CaseMap Admin Database residing on SQL Server
2008®, SQL Server 2012®, SQL Server 2014® or SQL Server 2016®. Installer will
prompt you for SQL Server credentials to create the Admin Database.

e CaseMap Server Web Service should only be accessible from within WAN and any access
to Web Service from Internet should be blocked.

e CaseMap Server Web Service runs under a Service Account that has the privileges to
perform LDAP Queries against Active Directory and has Read/Write/Execute permission
on CaseMap Admin database.

e CaseMap Server Web Service has two endpoints, one for the CaseMap client application
and the other for the CaseMap Admin Console to use.

Admin Console Endpoint Default URL:

http://[Web Server Name]/CMServer/CMServerAdmin.svc

Client Application Endpoint Default URL:

http://[Web Server Name]/CMServer/CMServerClient.svc

e CaseMap SQL case databases require SQL Server 2016®, SQL Server 2014®, SQL Server
2012®, or SQL Server 2008® with SP2 or higher.

e Service Broker must be enabled in Microsoft SQL Server for databases that get created
when new TextMap SQL cases are created or registered in the CaseMap Admin Console.
Enabling Service Broker ensures indexing success when transcripts are imported into a
SQL case file. If Service Broker is disabled, indexing and re-indexing will not occur during
import or case creation.

[¥ CaseMap Server Web Service requires CaseMap Admin Database residing on SQL
Server 2005®, SQL Server 2008® or SQL Server 2012®. Installer will prompt you for
SQL Server credentials to create the Admin Database.

¥ CaseMap Server Web Service should only be accessible from within WAN and any access
to Web Service from Internet should be blocked.

[¥ The CaseMap Server should only be accessible from within the secured network and
any access to the CaseMap Server from Internet should be blocked.

[¥ CaseMap Server Web Service runs under a Service Account that has the privileges to
perform LDAP Queries against Active Directory and has Read/Write/Execute permission
on CaseMap Admin database.

© 2017 LexisNexis. All rights reserved.
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[¥ CaseMap Server Web Service has two endpoints, one for the CaseMap client application
and the other for the CaseMap Admin Console to use.

Admin Console Endpoint Default URL:
http://[Web_Server_Name]/CMServer/CMServerAdmin.svc

Client Application Endpoint Default URL:
http://[Web_Server_Name]/CMServer/CMServerClient.svc

[ CaseMap SQL case databases require SQL Server 2012®, SQL Server 2008® or SQL Server
2005® with SP2 or higher.

[¥ Service Broker must be enabled in Microsoft SQL Server for databases that get created
when new TextMap SQL cases are created or registered in the CaseMap Admin
Console. Enabling Service Broker ensures indexing success when transcripts are
imported into a SQL case file. If Service Broker is disabled, indexing and re-indexing will
not occur during import or case creation.

=l CaseMap Admin Console v2.3

The CaseMap Admin Console is the Windows desktop application providing access to the
CaseMap Server Web Service. Install the CaseMap Admin Console to the Microsoft Windows
desktop of any user who will administer TextMap SQL cases and other users.

The CaseMap Admin Console must be installed and run on a local hard drive. The CaseMap
Admin Console can not be run from a network server. CaseMap Admin Console data is
stored on an Admin Database residing in a Microsoft® SQL Server® database. You must be
logged on with Admin rights to install the CaseMap Admin Console.

e 1 GHz or faster 32-bit (x86) or 64-bit (x64) processor
e 1 GB RAM (32-bit) or 2 GB RAM (64-bit)
e Approximately 1 GB of free disk space on the system drive
e Super VGA (800 x 600) or higher-resolution monitor with 256 colors
e Any of the following versions of Microsoft Windows®:
Microsoft Windows 2008 Server®
Microsoft Windows 2012 Server®
Microsoft Windows 2016 Server®
Microsoft Windows Vista®
Microsoft Windows 7®
Microsoft Windows 8®
Microsoft Windows 10®

[¥ When prompted to enter URL for CaseMap Server (optional), please enter an URL
ending with CMServerAdmin.svc. CaseMap Server is required to administer TextMap SQL
cases and respective users.

=l Review Additional Recommendations

© 2017 LexisNexis. All rights reserved.



10 CaseMap Server

Review the following for additional information regarding recommendations.

-] Calculating user capacity

Network connection speed, network traffic, database size, and other items may be a
factor when evaluating performance. To maximize performance, the user capacity of the
CaseMap Server is metered by the hardware. A Pentium CPU will support 25 users. A
Xeon or Pentium Hyper Threaded (HT) CPU will support 50 users. Multiple CPU capacity for
dual and quad CPU servers. Server capacity is also limited by bandwidth on your LAN and
WAN, as well as file server speed.

-l Web Servers

The CaseMap Server requires a Microsoft Internet Information Server (11S) v6.0 or v7.0
Web server. If you are installing CaseMap Server on an IIS 6 server, you will need to
ensure that aspnet_isapi.dll is allowed.

Doompuervansgement M|
Q File Action Wiew Window Help |;|i|£|

e | A FRR| 2E|2]> 5

E Computer Management {Local) @ Web Service Extensions
[ fjily, System Tools

* Storage i | ‘Web Service Extension | Status |
B 7 Services and Applications “F Al Unknown CGI Extensions Prohibited
-8 ;:'ri'ljc';”" Al “F &l Unknown 1SAPT Extensions Profibited
% WM Cantrol Prahibit @ ctwrver hales Ilow
@ SCL Server Configuration M. P ; . —
B Indexing Service __ Properties | %8 ASP.KET v4.0,30319 Allowed
EIPJ Inkernet TnFormakion Service @ Internet .Data Conneckar Allowed
'"_,_J application Pacls Tasks @ Server Side Includes Allowed
£l Web Sites @ WebDay Allowed
- Default Web Site
_“ CerbCaontrol Add a new Web service extension...
CertEnrall ) .

‘f:’ Certary s.ﬁ.llggf;zllaWellisc :Ero\;_c_? exbensions for a

‘f.’ CM3erver

‘fJ CMSetver2 Prohibit all Web service extensions

‘flj test

b Testipp Open Help

@ tsweb

| aspnet_client

) SuryaTest

- __) Web Service Extensions

1 | N Extended Standard 7

The application pool identity must be configured for 11S by running the aspnet_regiis
utility. You can do this from the command line (running as Administrator).

© 2017 LexisNexis. All rights reserved.
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ommand Prompt

Microzsoft Windows

[Uers
Copyright <c) 2089 Microsoft Corporation.

ion 6.1.766881

C:sWindowswsystem32 rods

All rights reserved.

C:~>cd Windows“Microsoft . NET“Frameworkww2 _ @_.58727

C:sWindows~Microsoft .NET“Framework w2 B_58727raspnet_regiis ~GA suvcCaseMapServer

Start granting svcCaseMapServer access to the II§ metabase and other directories

used by ASP.NET.

Finished granting svcCaseMapServer access to the IIS metabase and other director

ies wused hy ASP_NET
C:sWindowssMicrosoft .NET“Framework-w2 8_58727>_

It must also hold the Log On As Service right in the LSA.

3 =] 3
File  Action ‘“iew Help
e | HEIXE = | H
:—.J Security Settings Policy ‘ Security Setting | ﬂ
# [ A Account Policies - Create a pagsfils Adminictraknrs
= (4 Local Policies Create a token object Log on as a service Properties HE

B [ Audit Policy
|4 User Rights Assignment
Bl | g Security Options

j Metwork List Manager Palicies
# | Public Key Palicies
# || Software Restriction Policies
# | Application Control Policies

# | Advanced Audit Policy Configuration

4

| Windows Firewall with Advanced Security

7 @ IP Security Policies on Local Computer

|2

Create global objects
Create permanent shared objects
Create symbalic links
“H Debug programs
Deny access ko this computer from the network
Deny log on as a batch job
Deny log on as a service
Deny log on lacally
Deny log on through Remote Deskkop Services
= Enable computer and user accounts to be trusted For di
orce shutdown from a remote system
15 Generate security audits
Impersonate a client after authentication
Increase a process working set
A Increase scheduling priority

15 Load and unload device drivers
Lock pages in memory

:jLng on as a batch job

Log on as a service

snage auditing and security log
Modify an object label

-i Madify Firmware enviranment values
Perform volume maintenance tasks

= Prefile single process

rofile system performance

emove computer From docking station

eplace a process level token

estore files and directories

Local Security Setting 1 Explalnl

:|'1' Log on as a service

5-1-5-21-3350619475-893011473-589074746-1154
“5-1-5-21-3350619475-833011 473- 5398747461181
Adrministrator

CASEMAPSERVER svcCaseMapServer

LOCAL SERVICE

mparker

MNT SERVICENALL SERVICES

NT SERYICE\MSSELFDLauncher

MT SERWICEMMSSELSERVER
SOLServer200550L BrowserllserfwIN-TLDPJFPMPIO
SOLServerD T5Userfiw/IN-TLDPIFPMPIO

SELS erverdSASU serdiwIM-TLDPIFPMPIO$MSSLLSERVER

-
O C it meDl b s sl L AR T RO CORAD I PA C DA 0 A CC A

Add User or Group..

o]

Cancel

5 Shut down the system
Synchronize directory service data
5 Take ownership of files ar other objects

Administrators, Server Op...

Adrministrators

L«

The CaseMap Server should only be accessible inside your protected network and

requires installation to a single Windows® Server 2003 or 2008. You should not allow

access to the CaseMap Server from the Internet.

Please use standard configurations for an IS web server. The CaseMap Server web

© 2017 LexisNexis. All rights reserved.
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services will use the ports that are assigned to its parent Web site in 11S. However,

CaseMap and the CaseMap Admin Console expect the CaseMap Server to be on port
80 for HTTP or 443 for SSL.

CaseMap Server supports SSL encryption. It is recommended that you require SSL
connections to the CaseMap Server's parent Web site.

Configure the WebConfig file to support SSL

If the hosting web site of the CaseMap Server does not have an SSL binding in Microsoft
1S, the SSL endpoints will need to be modified.

=] _To enable support for SSL

For your convenience, we have already included the necessary elements in the
web.config to support SSL. However, these configuration values are commented by

default. To enable support for SSL, you will need to uncomment some values in the
Web.config file.

1. Locate the following:
<I-- SSL Support
<bindings>
<basicHttpBinding>
<binding name="SecurityByTransport">
<security mode="Transport">
<transport clientCredentialType="None"/>
</security>
</binding>
</basicHttpBinding>
</bindings>
-
2. Change Step 1 to the following:
<!-- SSL Support -->
<bindings>
<basicHttpBinding>
<binding name="SecurityByTransport">

<security mode="Transport">

© 2017 LexisNexis. All rights reserved.
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<transport clientCredentialType="None"/>
</security>

</binding>

</basicHttpBinding>

</bindings>
3. Next locate the following:

<!-- SSL Endpoint

<endpoint address ="" binding="basicHttpBinding"
bindingConfiguration="SecurityByTransport" contract="LexisNexis.
CMServer.WebServices.ICMServerClient"/>

-—>
4. Change Step 3 to the following:

<!-- SSL Endpoint -->

<endpoint address ="" binding="basicHttpBinding"
bindingConfiguration="SecurityByTransport" contract="LexisNexis.
CMServer.WebServices.ICMServerClient"/>
5. Now locate the following:

<!-- SSL Endpoint

<endpoint address ="" binding="basicHttpBinding"
bindingConfiguration="SecurityByTransport" contract="LexisNexis.
CMServer.WebServices.ICMServerAdmin"/>

-—>
6. Change Step 5 to the following:

<!-- SSL Endpoint -->

<endpoint address ="" binding="basicHttpBinding"

bindingConfiguration="SecurityByTransport" contract="LexisNexis.
CMServer.WebServices.ICMServerAdmin"/>

To enable support for debugging

To enable support for debugging, you will need to uncomment some values in the
Web.config file.

1. Locate the following text:

<!-- Debugging Support

© 2017 LexisNexis. All rights reserved.
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<compilation debug="true"/>
<customErrors mode="0Off">
-—>
2. Change the text in Step 1 to the following:
<!-- Debugging Support -->
<compilation debug="true"/>

<customErrors mode="0Off">

-] Authentication Types

Windows Authentication logons can be used by the CaseMap Server, making user
administration easy and fully integrated with your existing network policies. CaseMap
Server reuses Windows credentials to authenticate a user. Once a user logs on to
Windows, CaseMap Server can use that same log on so that a user does not need to re-
specify their credentials.

CaseMap Server with Active Directory can be used to verify users’ logons and passwords.
Logons are checked with Windows Security Controller. Setting this up helps ensure
conformation with password policies.

CaseMap Server has two authentication type options:

¢ Windows Authentication (External by LDAP) — Authentication by Lightweight
Directory Access Protocol (Active Directory) for accessing SQL cases in CaseMap
Server.

o Simple Authentication — CaseMap handles authentication for accessing cases.

When using Windows Authentication, you will need to first set up users in the Active
Directory and then add the user name to the CaseMap Admin Console. When using
Windows authentication, it is important that user names match in both the Active
Directory and the CaseMap Admin Console.

Felated Tapios

About CaseMap Server
Installing CaseMap Server

Installing CaseMap Admin Console

© 2017 LexisNexis. All rights reserved.
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Installing the CaseMap Server
Configuring SQL Server for CaseMap Server

Before you install the CaseMap Server, you need to create an admin database and login
account in Microsoft SQL Server.

M Any time you uninstall/reinstall CaseMap Server, you will need to create a new admin
database and login accounts in SQL Server Management Studio.

=I_To configure SQL Server for CaseMap Server

1. Open Microsoft SQL Server.

2. Connect to the database engine using a system administrator account on the server
that will contain the CaseMap Server admin database.

3. In Object Explorer, right-click on the Databases folder and click New Database.

4. In the New Database dialog box, type in the name of the admin database in the
Database Name field, then click OK.

5. In the Object Explorer pane, expand the Security folder, and then expand the Logins
folder.

6. Right-click on Logins folder and click New Login.
7. In the Login - New dialog box, type in the login name in the Login name field.
8. Select the authentication type you want to use: Windows or SQL.

If you choose SQL, then type in a password and confirm it.

If you choose Windows Authentication, the login name must be the same account used
for Anonymous Authentication by the CaseMap Server.

9. In the Default database field, select the admin database you created.
10. Click OK to continue.

You are now ready to install CaseMap Server.

Flelated Topics

About CaseMap Server

Installing CaseMap Server

Registering SQL Servers

Configuring SOL Server for CaseMap templates

© 2017 LexisNexis. All rights reserved.
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Configuring SQL Server Service Broker

Service Broker must be enabled in Microsoft® SQL Server for databases created when new
TextMap SQL cases are created or registered in the CaseMap Admin Console. Enabling Service
Broker ensures indexing success when transcripts are imported into a SQL case file. If Service
Broker is disabled, indexing and re-indexing will not occur during import or case creation.

When new TextMap SQL cases are created, the new case will have Service Broker enabled.
However, if a database administrator restores a SQL database, the restored SQL database will
have Server Broker disabled. After a SQL database is restored from a backup, database
administrators need to enable Service Broker for the database.

=| To check the status of Service Broker

SELECT is_broker_enabled FROM sys.databases WHERE name = 'Database name'

A value of O indicates it is off, 1 is on.

= To enable Service Broker

Alter Database [DB_NAME] Set ENABLE_BROKER

Related Topics

System requirements

Configuring SQL Server for CaseMap Server

Configuring SQL Server for CaseMap templates

If you want to create CaseMap SQL cases from existing CaseMap SQL templates, you need to
configure SQL Server in order for this to work successfully.

=|_To configure SQL Server 2005 for CaseMap templates

1. Open Microsoft SQL Server 2005.
2. Click Configuration Tools.
3. Click SQL Server Surface Area Configuration.

4. In the SQL Server 2005 Surface Area Configuration dialog box, click Surface Area
Configuration for Features.

© 2017 LexisNexis. All rights reserved.
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0% SOL Server 2005 Surface Area Configuration ® Currently Sharing =] B

MWiigaomcy

Microsoft” 2" Windows Server System

SQL Server 2005

Help Protect Your 5QL Server

Minimize SQL Server 2005 Surface Area

SOL Server 2005 improves manageability and security by giving administrators more contral over the surface area of local
and remote ingtances of SOL Server 2005, With the SEL Server 2005 Surface Area Configuration tools, you can easzily:

+ Disable unused services and network protocols for remote connections.
+ Dizable unuzed features of SAL Server components.,

For new installations, use these tools to enable required features, zervices, and network. protocols that are dizabled by
default. For upgraded instances, use these toolz to identify and dizable unuzed features, services, and protocols.

Usgers with administrative privileges on Microzoft Windows Yista and later versions will no longer have admimstrative

privileges on this SOL Server ingtallation by default. To explicitly add yourzelf az a S0L Server administrator, clhick on the
befow link:

:'b% Add Mew Adminiztrator

(]

Configure Surface Area for localhost [change computer]

o
}@ Surface Area Configuration for Services and Connections

[i—=]
_:E]JJ Surface Area Configuration for Features

5. In the Surface Area Configuration for Features dialog box, click to expand Database
engine.

© 2017 LexisNexis. All rights reserved.
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&}, Surface Area Configuration for Features - localhost ® Currently SharingE3

SQL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the features required by wour applications. Dizabling unused features helps protect your zerver by reducing the
surface area. For default zettingz, zee Help.

Select a component, and then configure its features:;

=] |j MSSOLSERVER The OPENROWSET and OPEMDATASOURCE functions support ad hoc connechions
= _] Database Engine to remote data sources without linked or remote zervers. Enable these functions only if
R & #d Hoc Asmote Queiiss it applications and zoripts call them.

CLR Integration

DacC

Databaze M ail

Mative XML \Web Servic
OLE éutomation
Semvice Broker

SAL Mail

Weh Assiztant
wp_cmdshel

v {Enable TRENBTWSET and DPERDATASOURCE suppo

4| | »

iew by Instance | ¥iew by Component

k. I Cancel Lpply Help

6. Click Ad Hoc Remote Queries.

7. Select the Enable OPENBROWSE and OPENDATASOURCE support check box, then
click OK.

=|_To configure SQL Server 2008 for CaseMap templates

1. Open Microsoft SQL Server Management Studio 2008.
2. Logon to SQL Server Server Management Studio.

3. In the Object Explorer pane, right-click on the server name (root node).

© 2017 LexisNexis. All rights reserved.
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B Microsolt SOL Server Management Studio

okt
¥ [J Databases | Connect...

# [ Security CEconnect
# [ Server Objects

R ber. ..
+ | Replcation el
# | Management News Cuery

[ SOL Server Agent (Agent XPg
Activity Monitor

Sop
Pantse

Restart
Pgiicies b
Facets

Start PowerShel

Fegorts v
Riefresh

Properties

4. Click the Facets option.

5. In the Facet drop-down listing, click Surface Area Configuration.
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l._-'\flt:w Facets - LAB-CMO1

) Ready

Select api
* General

B¢ LAB-CMO) [sa]

‘iews conpeection properties

Ready

 AdHocR

- 10] x|

L‘J,.bb |

Facet: [Surface Ares Configuration =]

Description: Surface area configuration for Features of the Database Engne. Only the festures required by your
applcation should ba enabled. Disabling unused features helps probect your server by reducing the surface

Facat properties:
=3l |

AdHocRemat e OusresE nablec True. ;I
Clr [Initesgr ationEnabiled True

DistabaseMailEnabled Trus

OlewutomationEnabled True

RemaoteDscEnabled Trus

ServiceBrokerEndpointActive Falee

SoapEndponksEnabled False

SqalEnabled True

WebAssistantEnabled Property value 'WebAssistantEnabled is not avadable,
¥PCmdShelEnabled True

emoteQueriesEnabled
The GPENROWSET and OPENDATASOURCE funchions support ad hoc connections bo remobe data sources without linked or
remote servers. Enabls these functions only ¥ your applications and scripts call them.

Export Current State as Policy.., J

[ ok ]| concel | neo |

4

6. In the View Facets box, click in the right column for AdHocRemoteQueriesEnablednow

until it displays True.

7. Click OK.

Configuring SQL Server for CaseMap Server

Creating SQL cases from CaseMap templates

Installing CaseMap Server

Install the CaseMap Server to Windows® Server 2008 or 2012 inside your WAN. The CaseMap
Server requires a Microsoft SQL Server 2008, or SQL Server 2012 admin database. Creating the
admin database manually is optional. If the admin database is already created, then the
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installer will configure it. Otherwise, the installer will create and configure the admin database.
We recommend that you install the SQL Server admin database on a different machine than

that of the Microsoft IIS web server.

The CaseMap Server Web Service has two web services:

¢ CaseMap or TextMap Client (default URL) — http://[Web_Server_Name]/CMServer/
CMServerClient.svc

e CaseMap Admin Console (default URL) — http://[Web_Server_Name]/CMServer/
CMServerAdmin.svc

M The CaseMap Server is a collection of .NET WCF Web services that should only be
available inside your WAN. You should block access to the CaseMap Server on the

Internet.

[¥ If you use Active Directory authentication for CaseMap/TextMap users, then CaseMap
Server requires Microsoft Windows service account that has privileges to perform LDAP
queries against Active Directory. An account without these privileges is not able to
authenticate users. We recommend you set up a special account just for this purpose and
assign it a permanent password.

=_To install CaseMap Server

1. Click on the CMServer2.03Setup.exe file to launch the CaseMap Server install utility.

15! LexisNexis CaseMap Server - InstallShield Wizard ==

Welcome to the InstallShield Wizard for
LexisNexis CaseMap Server

The Installshield(R) Wizard will allow you to repair LexisMexis
CaseMap Server, To continue, dick Mext.

© 2017 LexisNexis. All rights reserved.



22 CaseMap Server

2. When the utility launches, click Next.
In the License Agreement dialog box, review the license agreement and select the I

3.
accept the terms in the license agreement option.

ﬁ! LexisMexis CaseMap Server - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Terms & Conditions =
L

EMD USER LICEMSE AGREEMENT - LITIGATION SOFTWARE PRODUCTS

THE FOLLOWING TEREMS APPLY TO THE FURNISHING OF THIS SOFTWARE
AMD SERVICES. LexisMexis, a division of RELX Inc. ("Company") LICEMNSES
THIS SOFTWARE. CAPITALIZED TERMS ARE DEFINED IM THE LAST SECTION

OF THIS AGREEMENT.

-

IRARSRTART MCAN SARCTII LW Thic Fead 1Hleme I immemem— A e e
(@) I accept the terms in the license agreement

(711 do not accept the terms in the license agreement

InstallShield

< Back ][ Mext > ] [ Cancel ]

Optional: Click the Print button if you would like a copy of the license agreement printed
at this time.

5. Click Next to continue.

6. In the Information dialog box, review important installation information.

© 2017 LexisNexis. All rights reserved.
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ﬁ! LexisMexis CaseMap Server - InstallShield Wizard
Information

Please read the following text,

IMPORTANT Installation Information

LexisMexis CaseMap Server 2.3 ReadMe.RTF

[ »

FEEFFFFFIFFFIFFFFFFFIFF XTI E T ITEE

CONTENTS

1. What is CaseMap Server

2. Installing CaseMap Server

3. Uninstalling CaseMap Server

A Trial Mmamar

InstallShield

< Back ]F Mext = ] [ Cancel

7. Click Next to open the Service Account Information dialog box.

ﬁ‘ LexisMexis CaseMap Server - InstallShield Wizard

service Account Information

Specify a user name and password,

Spedfy the user name and password of the service account for the IIS application pool, The user
account must be in the form DOMAINYUsername. This account must have permissions to query
Active Directory,

User name:

I | Browse...

Password:

Installshield
< Back ][ Mext = ] [ Cancel

In the User Name field, type in the user account for the IIS application pool.
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9. In the Password field, type in the user account password.
We recommend that you set the service account password to never expire.

10. Click Next to open the Create CaseMap Server Admin Database dialog box.

ﬁ LexisMexis CaseMap Server - InstallShield Wizard [ 22 |

Create CaseMap Server Admin Database
Setup will create the Admin database using the information below.,

SQL Server that you are installing to:

- Browse...

Connect using:
@ Windows authentication redentials of current user

(71 80L authentication using the user name and password below

User name: |sa

Password: |
S0l database name:
| | Browse...
Installshield

< Back ][ Mext = ] [ Cancel ]

11. In the SQL Server that you are install to field, type in the server name.

12. In the Connect using area, select the authentication type you are using: Windows or
SQL.

If you are using SQL Authentication, type in a user name and password.
13. In the SQL database name field, type in the admin database name.

14. Click Next to open the CaseMap Server Admin Database Connection Information
dialog box.
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ﬂ LexisMexis CaseMap Server - InstallShield Wizard

CaseMap Server Admin Database Connection Information

The CaseMap Server will use these credentials to connect to the database
during normal usage.

Connect using:
@ Windows authentication of Service Account user
(71 50L authentication using the user name and password below

User name: [s3

Password: |

These credentials must be a User assigned to the Admin Database with read and write access.

InstallShield

« Back ][ Mext = ] [ Cancel

15. In the Connect using area, select the authentication type you want to use: Windows or

SQL.
If you are using SQL Authentication, type in a user name and password.

Refer to Step 7 in Configuring SQL for CaseMap Server.

16. Click Next to open the Select the web site dialog box.
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jﬁ! LexisMexis CaseMap Server - InstallShield Wizard

Select a Web Site

Select a web site and application name for the CaseMap Server installati

Web site:
| Default Web Site -

Application name:

ICMSErver

InstallShield

« Back “ Mext = ] [ Cancel

17. In the Web site field, type in the Web site you want to use.
18. In the Application name field, type in the server name.

19. Click Next to open the Organization Name dialog box.
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15 LexisNexis CaseMap Server - InstallShield Wizard =

Organization Name

CaseMap will use this value when printing report title pages.

Organization or firm name:

InstallShield

< Back ][ Mext = ] [ Cancel

20. In the Organization or firm name field, type in the organization or firm name.

21. Click Next to continue.

22. In the Destination Folder dialog box, click Next to install to this folder or click Change to
locate another directory folder.
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ﬁ! LexisMexis CaseMap Server - InstallShield Wizard | £2

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different

Install LexisMexis CaseMap Server to:

Ciiinetpubwwwroot\CMServery,

InstallShield

< Back ][ Mext = ] [ Cancel

23. Click to Next to continue.

24. In the Ready to Install the Program dialog box, click Install.

jﬁ! LexisMexis CaseMap Server - InstallShield Wizard

Ready to Install the Program
The wizard is ready to beqin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk, Clidk Cancel to
exit the wizard.

InstallShield

« Back ]I Install I [ Cancel
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The installation wizard will install the CaseMap Server files.

25. When the InstallShield Wizard Complete dialog box displays, click Finish.

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed LexisMexis
CaseMap Server. Click Finish to exit the wizard.

The CaseMap Server is now installed in the directory you specified.

You can now install the CaseMap Admin Console.

About CaseMap Server
Configuring SQL for CaseMap Server

Installing CaseMap Admin Console

Automating the client connection with the CaseMap Server

Using command line parameters, you can automate the log on process for CaseMap and
TextMap when using Windows Authentication. The command line setup can also be used in
conjunction with the option to open SQL cases. See Opening SQL cases from the command line.

When the automatic logon option is specified, the client applications will display a Connect to
CaseMap Server dialog box. If the logon succeeds, an attempt is made to open a SQL case if
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the "SQLCaseName" and "SQLCaselD" parameters are specified, otherwise a Browse for SQL
Cases dialog box displays for the user to select which assigned case to open.

If the user's CaseMap or TextMap client application is not in SQL mode or if there are no
registered CaseMap Servers, the user will not be able to connect.

If there is more than one registered CaseMap Server, then an attempt is made to use the last

used server. If there is no last used server, an attempt is made to use the first server listed in
alphabetical order.

=|_To enter command line parameters

The following command line parameters facilitate Windows authentication for log on to the
CaseMap Server.
CaseMap

"[PATH]\CaseMap.exe" /AutoLogOn

To use this parameter in conjunction with the "SQLCaseName" or "SQLCaselD" parameters,
use the following:

"[PATH]\CaseMap.exe" /SQLCaseName "[SQL_CASE_NAME]" /AutoLogOn

"[PATH]\CaseMap.exe" /SQLCaselD "[SQL_CASE_ID]" /AutoLogOn

TextMap

"[PATH]\TextMap.exe" /AutoLogOn

To use this parameter in conjunction with the "SQLCaseName" or "SQLCaselD" parameters,
use the following:
"[PATH\TextMap.exe" /SQLCaseName "[SQL_CASE_NAME]" /AutoLogOn

"[PATH]\TextMap.exe" /SQLCaselD "[SQL_CASE_ID]" /AutoLogOn

Felated Topics

Accessing the CaseMap Admin Console
Opening SQL cases from the command line

Opening SQL cases from the command line

The CaseMap Server allows you to open CaseMap and TextMap SQL cases via command line
support. You must first have case portal web pages set up where you can post hyperlinks to
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the SQL cases, in addition to any local cases or exported case data you want available such as
a case issue list or cast of characters.

Case users can then create shortcuts on their desktops or save hyperlinks as Favorites in their
Internet browser to open case file assigned to them. The CaseMap and TextMap applications
will launch from the web portal page. You can determine options for whether the client
application splash screen displays or whether a user logon is required before the case can be
opened.

When a user launches CaseMap or TextMap and passes one of these two command line
parameters, the client application will wait for the user to log into the CaseMap Server. After
the user logs on to the CaseMap Server, the client application then attempts to automatically
open the specified case.

If the user's CaseMap client application is not in SQL mode or the user has not successfully
logged into the CaseMap Server, an error message displays to notify them. Does this also
apply to TextMap?

[ If a case user is using a trial version of CaseMap or TextMap, and does not have trial time
remaining, a message displays to notify them and offers an option to activate the client
application.

=] _To open a CaseMap SQL case from the command line

Use the following command line format to open a CaseMap SQL Case Name or SQL Case ID:
"[PATH]\CaseMap.exe" /SQLCaseName "[SQL_CASE_NAME]"
"[PATH]\CaseMap.exe" /SQLCaselD "[SQL_CASE_ID]"
CaseMap allows the user to pass a file name as the first parameter on the command line to
open the file, e.g. "CaseMap.exe C:\Program Files\Microsoft SQL\Server\MSSQL\DATA
\database.mdf". The file path and name must be the first parameter in the command line.
This can also be combined with "-nosplash™ and "-nodlg", and the file name must be the first
parameter on the command line.

Correct (suppresses the splash screen and opens the case file)

"CaseMap.exe C:\Program Files\Microsoft SQL\Server\MSSQL\DATA\database.mdf -nosplash”

Incorrect (suppresses the splash screen, but does not open the case file)

"CaseMap.exe -nosplash C:\Program Files\Microsoft SQL\Server\MSSQL\DATA
\database.mdf"

= _To open a TextMap SQL case from the command line

Use the following command line format to open a TextMap SQL Case Name or SQL Case ID:

"[PATH\TextMap.exe" /SQLCaseName "[SQL_CASE_NAME]"
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"[PATH\TextMap.exe" /SQLCaselD "[SQL_CASE_ID]"

Automating the client connection with the CaseMap Server

Accessing the CaseMap Admin Console

Installing the CaseMap Admin Console
Installing CaseMap Admin Console

The CaseMap Admin Console is the Windows desktop application providing user interface
access for the CaseMap Server. Installation of the CaseMap Admin Console is fairly simple and
done using an install wizard. Install the CaseMap Admin Console to the desktop of any user
who will be administering CaseMap and TextMap cases and users. The CaseMap Admin Console
supports both Windows and simple authentication.

The install utility will prompt you to enter the URL to the CaseMap Server. The URL should end
with "CMServerAdmin.svc".

The CaseMap Server automatically creates a system administrator user with a default user
name and password:

e User Name = sysadmin

e Password = password

Once you log into the CaseMap Admin Console for the first time using the sysadmin user
account you can change the default password. The sysadmin password can be modified by
clicking Tools = Options.

After installing the CaseMap Admin Console, you can register one or more SQL Servers inside
your organization that will host your CaseMap or TextMap SQL cases.

Once databases are registered, you can then set up the following users:

e CaseMap or TextMap client users who need access to SQL cases

e CaseMap Admin Console users who can administer cases and users

The CaseMap Admin Console is the only place you can create new CaseMap or TextMap SQL
cases. Once the case is created, you can assign it to users with local or Active Directory type
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authentication. Use the CaseMap SQL Import Utility or the Import Local Cases Utility to migrate
existing case files from the Access database format to the SQL database format. See About
migrating cases.

E_To install the CaseMap Admin Console

1. Click on the CMAdmin21Setup.exe file to launch the CaseMap Admin Console install
utility.

2. When the InstallShield Wizard launches, click Next.

LexisNexis CaseMap Admin Console - InstallShield Wizard B

- Welcome to the InstallShield Wizard for LexisMexis CaseMap Admin Console
EL [v2.03.13.00)
'y

CaseMap*® séelcome to the
Admin : i

Console

LexisNexis:

Installbhield { Cancel

3. In the License Agreement box, select the I accept the terms of the license agreement.
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LexisMexis Casebap Admin Console - InstallShield Wizard

_4 Welcome to the InstallShield Wizard for LexisNexis CaseMap Admin Console
4 ’,“ [¥2.03.13.00).
[

CaseMap*
Admin
Console

LexisNexis

InvsrallShiaid

{ Cancel

4. Click the Print button to print a copy of the license agreement, then click Next.

5. In the Information dialog box, review the important installation information, then click
Next.
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LexisNexis CaseMap Admin Console - InstallShield Wizard

Information

read the fi

CaseMap®
Admin

Console

LexisNexis:

InstallShiaid

IMPORTANT Installation lnformation

LewizM ez Cazebap Admin Conzole 2.3 ReadMe TxT

COMTENTS

1. 'what iz CazeMap Admin Congole

2 Instaling Cazebap Admin Congole

3 Uninztalling Cazebdap Admin Console
4, Trial Copy

8, Suggestions

< Back H Mest »

Canhicel

6. In the Name field of the Default CaseMap Server dialog box, type in the CaseMap

Server name.
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LexisNexis CaseMap Admin Console - InstallShield Wizard

Default CaseMap Server

Mame;

7%

CaseMap®
Admin
Console

LexisMNexis:

InstallShield k | ¢Back H Mest » " j] Cancel [

C

7. In the URL field, type in the Server URL, then click Next.

8. In the Choose Destination Location dialog box, verify whether the default destination
folder is the appropriate location.
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LexisNexis CaseMap Admin Console - InstallShield Wizard [

Choosge Destination Location

etup will inst: ap Admin C i the following folder.

2kt Toingtall to a different folder, an t another

CaseMap*
Admin

Console

LexisNexis

Browse. ..

IstallShiald

=,

The default folder is C:\Program Files\CaseSoft\CaseMap Admin Console.

Click the Browse button to change the destination folder and choose a different folder.

9. Click Next to continue.

10. In the Start Copying Files dialog box, review the current install settings, then click Next.
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TexioNaxts Castiap Rarin Console “ineralShieid Wigard ==

Start Copying Files
R fore oo 1 Ih

Current

Target Folder
C:AProgram Files [#86)4CazeSofthCazetap Admin Conzole

Default Cazetdap Server Mame
Cazebdaps erver
Default Casetdap Server URL
http: #lacalhost /TS erver/Ch S erverddmin. swe

CaseMap*
Admin

Console

LexisNexis

fllﬂ:?]f',' :-._::‘:

If you want to modify any settings, click the Back button.

11. In the InstallShield Wizard Complete dialog box, select the Launch the CaseMap SQL
Admin Console check box.

Select the View the ReadMe File check box if you want to review the file.
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.

LexisMNewis CaseMap Admin Console - InstallShield Wizard

InstallShield Wizard Complete

M Launch
the Readie File

CaseMap® L
Admin L3
Console

LexisMNexis-

InstallGield k < Back H Finish

Cancel

L=

12. Click Finish.

The CaseMap Admin Console automatically launches and is ready for you to register a

CaseMap Server.

13. In the Connect to CaseMap Server dialog box, select Local User.

Connect to CaseMap Server [ﬁ]

Server Name: CaseMapServer

)

Authentication: () Windows Authentication

@ Local User

User Name:  sysadmin

EESSWDrd: (LTI TIIN]

Connect ” Cancel

14. In the User Name field, type sysadmin.
15. In the Password field, type in password.

16. Click Connect to continue.
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17. In the CaseMap Admin Console, click the Click here to activate now hyperlink.

@ You have 30 days remaining until you must activate this product.

Click here to activate now.

e ——

18. In the CaseMap Admin Console Software Activation dialog box, click Next to open the
Enter your registration information dialog box.

% Are you evaluating a trial copy of this product?

. l Activation is only for licensed users of this software. If you
£
-J'
ﬁ A =
Ca

are evaluating a trial copy, you do not activate., Run the
trial copy by dosing this window and dicking "Run” in the
next window, Call (866) 316-8525 to purchase a license or
click below for more information.

www. lexisnexis.com

c SE?MEF}"* Are you a product licensee looking to activate?

Admin There are three options for activation: online with an active
cons D!E internet connection, through a web browser, or by phaone,

<Back | mMext> || cancel

19. In the Registration Name field, type in your user name for license registration.
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CaseMap Admin Conscle Software Activation @

Step 1. Enter your registration information.

Registration Name:

Registration ID:

Product ID:

You must be registered with LexisMexis as a valid user of this software to
have this registration information. When you register with LexisMexis you
should receive this information via email or phone,

Select Back if you have lost or do not have your registration information.

20. In the Registration ID field, type in your registration ID.

21. In the Product ID field, type in the TextMap license number.
22. Click Next to continue.

23. In the Read the LexisNexis License Agreement dialog box, read the license agreement
and then select the Yes, I will abide by the LexisNexis License Agreement check box.

CaseMap Admin Console Software Activation @

Step 2. Read the LexisNexis License Agreement.

Terms & Conditions -

EMD USER. LICEMSE AGREEMEMT - LITIGATION SOFTWARE PRODUCTS

THE FOLLOWIMNG TERMS APPLY TO THE FURMISHING OF THIS SOFTWARE
AMD SERVICES. LexisMexis, a division of RELX Inc. ("Company™) LICEMSES
THIS SOFTWARE. CAPITALIZED TERMS ARE DEFIMED IN THE LAST SECTION
QOF THIS AGREEMENT.

IMPORTANT-READ CAREFULLY: This End User License Agreement
("Agreement”) is a legal agreement between you (either an individual or a
single entity) and Company for the Software that accompanies this
Agreement, which indudes assodated media and internet-based services, if
any ("Program”). This Agreement applies to CaseMap® software,
Concordance® software and LAW PreDiscovery software, Lexis DiscoveryIQ

Yes, I will abide by the LexisMexis License Agreement.

< Back ” Mext = ll Cancel
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24. Click Next to continue.

25. In the How do you want to activate this product dialog box, select the activation option
you want to use.

e Activate software online — Use this option to activate online with an active internet
connection.

¢ Activate by web browser or phone — Use this option if you received an activation key
via email.

26. Click Next to continue.

27. In the Summary of online activation transmission information dialog box, review the
license registration information.

28. Click Finish to complete the activation.
29. In the message box confirming CaseMap Admin Console activation, click OK.

30. In the CaseMap Admin Console, click the Connect button.

Connect to CaseMap Server |&I
Server Mame: CaseMapServer i |
Authentication: Windows Authentication

@ Local User

Lser Mame:  sysadmin

Password; T

Connect ]| Cancel

31. In the Connect to CaseMap Server dialog box, select Local User.
32. In the User Name field, type sysadmin.
33. In the Password field, type in password.
34. Click Connect to continue.
The CaseMap Admin Console now opens with a connection to the registered server.

You can now install the CaseMap SQL Import Utility program, if you plan on migrating
existing CaseMap local cases to the CaseMap Server.

Felated Tapios

About CaseMap Server
Installing CaseMap Server

© 2017 LexisNexis. All rights reserved.



Installing CaseMap Server 43

Testing installation

CaseMap and TextMap need to be installed before you can open the SQL case in either
application.

Testing installation involves:

e Opening the CaseMap Admin Console and connecting to the CaseMap Server

e Opening a SQL case in the CaseMap or TextMap client

=I _To test connectivity in the CaseMap Administration Console

1. Launch the CaseMap Admin Console.

2. In the Connect to CaseMap Server dialog box, type in or select the server you want to
connect to in the Server Name field.

Connect to CaseMap Server -E."hl
Server Name: CaseMapServer hi |
Authentication: Windows Authentication

@) Local User

User Name:  sysadmin

EEISSWI:IFI:I: (TTTIRTTTeN]

Connect ]| Cancel

3. In the Authentication area, select the authentication method you want to use:
Windows Authentication or Local User.

If you select Local User, type in the User Name and Password.
4. Click Connect.

You can now view the CaseMap Admin Console where you can register and publish
cases, add users, etc.

= To open a SQL case file

1. Launch either CaseMap or TextMap.
2. On the File menu, click Open, and then click SQL Case.

3. In the Select a SQL Case to Open dialog box, select the SQL case you want to use,
then click Open.
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r '
Select a SQL Case to Open = |

SQL Cases on CaseMap Server:  ({local)\SQLYXPRESS

Case Mame Matter # Last Opened

Phillip Hawkins v. Anstar Biotech Industries
¥MCase3

_open || cancel

L -y

4. Verify that the case name displays in the upper left corner of application’s title bar.

e CaseMap — If you can view case records in spreadsheets and open an attached file,
the installation was successful.

o TextMap — If you can view transcripts and open an attached file, the installation was
successful.

Verifying connectivity

Verifying connectivity

Reference the Connectivity Checklist to ensure that you have completed all necessary steps to
ensure connectivity channels for SQL servers, SQL cases, and users.

E_To verify connectivity

Checklist: Connectivity

Servers
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Checklist: Connectivity

Task

] Is CaseMap Server installed?

O

Is the CaseMap Administration Console installed?

] Did you remember to set up an admin database and a valid system administrator
account in SQL Management Studio first?

Case Files
o Did you register your cases in the CaseMap Administration Console?

F Did you associate your cases to SQL Servers so that CaseMap/TextMap can access
it?

o Have you implemented the necessary Web server address restrictions?
Users
o Have you set up and enabled user accounts in the CaseMap Admin Console?

H Does each user have a valid user ID and password, and does it match for Active
Directory?

F ] Have you assigned user accounts to roles and SQL cases?

O

Do you have a CaseMap/TextMap license for each user who need to access cases?

F ] Have you installed CaseMap/TextMap locally for each user?

Related Tio

Testing installation
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